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Decision/action requested

Approve the related draft-CR [3] adding AUSF assets and threats to TR 33.926
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Rationale
3GPP TR 33.926 lists several generic assets and threats posed on a generic network product. Each product type is also described in a separate annex of that document. 

As of today, no specific assets and threats are defined for the AUSF. To be able to identify all relevant assets and threats posed on the AUSF, a structured threat modelling has been attempted using the STRIDE threat modelling technique. A resulting STRIDE diagram is provided in [2].

Using the STRIDE diagram in [2] as input, the assets for the authentication process in the AUSF have been identified. A more detailed threat analysis is performed in this document. The results are to be captured in the AUSF annex of 33.926. For this, a draftCR is provided in [3].

4
Discussion
From the STRIDE diagram in [2], the following main processes are identified for AUSF:

· OAM service
· AUSF specific services
· SBI related services
The OAM process and interfaces are covered by the general assets and threats in TS 33.926, [1]. 
As of today, there are not assets and threats specified for SBI related services. The threat analysis of SBI related services is left out here but should be added in future versions of [1]. The SBI related tests are collected in the living document [4] for 33.117. 

This document aims to list the assets and threats for the Authentication process. The results are to be captured in the AUSF annex of TR 33.926. For this, a draftCR is provided in [3].

The AUSF specific services consists of the following services:
· Authentication

· SoR

· UPU

4.1
Assets

3GPP TS 33.501 [5], section 14.1 lists input and output related to each service type. These are repeated here as possible assets for the AUSF, including all optional inputs/outputs for completeness:
· Authentication
· Input: SUPI or SUCI, serving network name, RES* (5G AKA), EAP packet (EAP), Synchronization Failure indication (5G AKA), KAUSF or CK', IK' received from UDM (not listed as input in [5])
· Output: Authentication Vector (5G AKA), Authentication confirmation acknowledge message (5G AKA), EAP packet (EAP), Authentication result, KAMF, SUPI

· SoR
· Input: Requester ID, SUPI, service name, SoR Header, ACK Indication, list of preferred PLMN/access technology combinations.
· Output: SoR-MAC-IAUSF, CounterSoR or error (counter_wrap), SoR-XMAC-IUE
· UPU
· Input: Requester ID, SUPI, service name, UE Parameters Update Data, ACK Indication
· Output: UPU-MAC-IAUSF, CounterUPU or error (counter_wrap), UPU-XMAC-IUE 
Each of the assets above shall be considered as a sensitive asset and be regarded for each threat category. 

The asset of the AUSF process itself is covered by the generic asset "GNP Software: binary code or executable code" defined in clause 5.2 of TR 33.926, [1]. 
4.2
Threat categories
Using the STRIDE methodology, we have the following threat categories:

· Spoofing

· Tampering

· Repudiation

· Information disclosure

· Denial of service 

· Elevation of privileges

Each category is analysed below for the AUSF processes.

4.2.1
Spoofing
Using the list of assets for each service in 4.1, the following threats are related to spoofing of the AUSF services has been identified:
· Common for all three: Spoofing of UDM or AMF should be handled in general for all spoofing of NF towards other NF. This should be covered in (future versions of) [1].
· Authentication 

· Spoofing of serving network name and SUPI/SUCI will be detected by authentication protocol(s)
· SoR, UPU

· No additional spoofing threat has been identified

4.2.2
Tampering

Using the list of assets for each service in 4.1, the following threats are related to tampering of the AUSF services have been identified:
· Common for all three
· Tampering with sensitive data is analysed in a separate attack tree, [6]. There are no specific threats identified for the AUSF in that attack tree. Identified threats are relevant for all GNPs, so there is nothing to add in the annex for AUSF.  
· Authentication 

· No additional tampering threat has been identified

· SoR, UPU

· No additional tampering threat has been identified

4.2.3
Repudiation

Using the list of assets for each service in 4.1, the following threats are related to repudiation of the AUSF services has been identified:
· Common for all three
· None

· Authentication 

· A malicious serving network may claim that a certain UE was present in its network and authenticated by the AUSF. This should be in UDM scope rather, because reporting of authentication events from AUSF to UDM (clause 6.1.4 in 3GPP TS 33.501, [5])

· SoR, UPU

· None

4.2.4
Information disclosure

Using the list of assets for each service in 4.1, the following threats are related to information disclosure of the AUSF services has been identified:
· Common for all three
· Information disclosure of sensitive data is analysed in a separate attack tree, [6]. There are no specific threats identified for the AUSF in that attack tree. Identified threats are relevant for all GNPs, so there is nothing to add in the annex for AUSF.
· Authentication 

· No additional tampering threat identified
· SoR, UPU

· No additional tampering threat identified

4.2.5
Denial of Service (DoS)

Using the list of assets for each service in 4.1, the following threats are related to DoS of the AUSF services has been identified:
· Common for all three
· DoS of sensitive data (unintentional deletion) is analysed in a separate attack tree, [6]. There are no specific threats identified for the AUSF in that attack tree. Identified threats are relevant for all GNPs, so there is nothing to add in the annex for AUSF.
· Authentication 

· In theory a malicious serving network could give the wrong serving network name and, in that way, induce a denial of service towards the UE. But the serving network has much easier ways to deny service to a UE. 

· Sync failures in authentication procedure are handled between UDM and USIM, i.e. not by AUSF.

· DoS attacks on the AUSF by starting concurrent authentication requests for one UE:

· A new authentication is started for a UE that is already authenticated. This is not a threat, but something the serving network can do at any time. 
· A new authentication procedure is started for the same SUPI before the first one is completed. 
· It is not specified how this should be treated by the AUSF and which error messages shall be sent. Possible error messages are listed in clause 6.1.7.3 of 3GPP TS 29.509, [7]. 

· SoR, UPU

· No additional DoS threat identified

4.2.6
Elevation of privilege

Using the list of assets for each service in 4.1, the following threats are related to elevation of privilege of the AUSF services has been identified:
· Common for all three
· None (elevation of privileges is a general threat posed on all network products and is handled by the main body of 3GPP TR 33.926, [1].
· Authentication 

· None

· SoR, UPU

· None

Proposal
From the analysis above, together with the results in the attack tree in [6], we can draw the conclusion that there is only one additional threat posed on the AUSF compared to the ones already listed in the main body of 3GPP TR 33.926, [1] together with what should be added for SBI related threats in future version of [1]. 
The additional threat for AUSF is:

· A new authentication procedure is started for the same SUPI before the first one is completed. This might cause a DoS of the AUSF service. 
It is not specified how this should be treated by the AUSF and which error messages shall be sent. Possible error messages are listed in in clause 6.1.7.3 of 3GPP TS 29.509, [7]. This should however not be in scope of SCAS requirements and tests but rather be specified in the TS 33.501, [5] or perhaps in clause 6.1.7.3 of 3GPP TS 29.509, [7]. 

Thus, the annex for AUSF in 3GPP TR 33.926, [1], will contain no additional threats. A draftCR of the annex is provided in [3].
